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1 Introduction

The fusion of computer and communications technology is just bringing a radical
structural transformation to our society. The dimensions of this revolution are so vast that none
can easily discern. The emergence of a new computerized workplace/home network will
finally fulfill the mission of information integration where the weaving together of all the
computers enables everyone in a company/family to exploit fully the resources scattered
all over the information environment. Extra/TupView 2.2, the latest product developed by Tup
Software Ltd., is intended to provide a topview for a small & medium business
owner/executive/householder who is in need gaining real-time insight/control over every
detailed activity on a PC host over the whole LAN. This is an essential step forward in the
process of evolving a business/family into an organic living entity, since it abolishes space and
time, making everywhere here and anytime now, for the executive/householder (brain) to
make day-to-day decisions based on the information fed by every PC host (neuron) in real
time manner, with direct and remote software and hardware management over the whole

organization/family.

Extra/TupView 2.2 logs every meaningful action performed on a PC host to enforce
acceptable-use computing and record keeping; it generates statistical reports on software and
hardware uses to give a quick glance into overall resource effectiveness and
employees/family members’ computer habits; it is able to record, track, and play back
continuously the screen activities appearing on a specific PC host for appropriate investigative
operation; it restricts installation and use of computer applications and peripherals for the
purposes of software compliance and data protection and security; and it automatically
acquires the system information (both software and hardware) of PC hosts over the whole

LAN for better management of information technology environment.

More specifically, the main functions of Extra/TupView 2.2 can be summarized as follows:

1) Logging activities on a PC host in real time, so you can know what the employee/family

member is doing right now.
2) Taking a snapshot of an active screen for further information and investigation.

3) Tracking down and recording continuously the screen activities at a preset time interval

(default 3 seconds and 4 PC hosts simultaneously).

4) Recording the use of applications such as time opened and closed and the total running



5)

6)

7

8)

9)

period, and giving statistical analysis on how effectively an application is used.

Logging window-switching events so as to calculate the active time spent on an

application.

Recording printer events including the information of user, time, file name, and total
pages.

Logging in detail how a file is modified by an employee/family member.

Logging software and hardware changes such as when an application is deleted or a

device removed, and listing the software and hardware installation details on a computer.

Regulating and restricting the use of applications with a preset blocking list, and enforcing
through application identification, effectively preventing bypassing via renaming or

application modification.

10) Limiting the use of some hardware devices such as removable storages and CD drives for

data protection.



2 Installation Procedure

This procedure provides instructions for installing an Extra/TupView system and its
registration.

2.1 Pre-installation Preparation

(1) Download the latest version of the Extra/TupView programs from www.tupsoft.com.

(2) Extra/TupView must be installed on a PC host with one of the following operation systems,
i.e., Windows 2000 Pro/2000 Server/XP/2003.
(3) The minimum requirements for the hardware are Pentium Il 500 MHz (or higher) with 256

MB memory and 1GB storage. The suggested systems are:

CPU Memory Free Hard Disk Space
Server (10 licenses) Pentium IV 2.8 GHz 512 MB 20 GB
Server (100 licenses) | Pentium IV 2.8 GHz 1024 MB 40 GB
Server (>200 licenses) | Pentium IV 2.8 GHz 1024 MB 80 GB
Console Pentium 111 800 512 MB 30 GB

MHz or higher

Workstation Pentium 111 500 256 MB 1GB
MHz or higher

2.2 Installation Steps

The Extra/TupView 2.2 package comprises three modules: the server, console, and
workstation (Agent). They are independent from each other and can be installed on the same
or separate PC hosts. The workstation (Agent) is to be installed on the PC hosts to be
monitored for collecting and forwarding data; multiple consoles can be installed on different
PC hosts that are used to look up the captured data; and one local area network (LAN) must

have one and only one server installed for the monitoring purposes.

Installation of a server:
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1) Back up the data and files using backuptool.exe in the server installation package, if
an early version of Extra/TupView had been installed (before Ver. 2.0).

2) Download the newest package from www.tupsoft.com.

3) Double-click on the installation file and follow the instructions.

4) After the installation, restore the settings using the backup tool.

Installation of consoles:

1) Uninstall the existing console program.
2) Download the newest version from www.tupsoft.com

3) Double-click on the installation file and follow the instructions.

Installation of workstations:

1) Download the newest packages from www.tupsoft.com.

2) Double-click on the installation file and follow the instructions.
3) There is no need to uninstall the existing program on the PC host to be monitored.

Rather, download the patch and then follow the instructions to upgrade on a console.

2.3 Registering Extra/TupView

After the installation, you can go ahead to register the product at www.tupsoft.com. The

evaluation copy will expire in 15 days and is limited to monitoring up to 5 computers.

1) Connect the console to the Extra/TupView server to be registered.
2) Select About from the main menu and open Registration.

3) When the following window appears, input the serial number.

Reqgistration

Pleaze input the serial number and register the product.

Serial Ma.:

Register [H]
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4) Press the “Register” button to display the license information.

About...

E5]

Tupfiew 2400317
Copyright [C] 2008-2007 ArpRaouter Tech, Tup Saftware Ltd.

hittp: /e, bupsaft, com
zer Mo, 1004
Tuptfiew : 10 Licenzes; Reqiztered Copy

Date 2006-3-20

Reqgister [B]




3 Operation Guide

3.1 Starting Extra/TupView System

When the host computer is turned on, the Extra/TupView server will auto-start. The
Extra/TupView console can be executed at any later time you want. The server module is used
to store and manipulate the configuration settings and collected data from all the workstations.
On a local area network where each PC host can directly visit each other, there is only one
server is needed. If there are many server modules installed on a LAN, only the one started

earliest will be running and the others will be deactivated.

After the installation, the server will run automatically without the need for a user to

intervene.

You can also manually start the server from Services in the Administrative Tools dialog

from the Windows Control Panel, as shown below.

TupCaptureService Name | Description | Status Sta A
%Themes Provides u... Started Aui
Stop the service N TupCaptureService Metwork m.. . g

Restart the service
E— %Unint&rrupﬁble Pow... Manages a...

%Universal Flugand ... Providess... Stop
Description: T R ST SO P R,
Metwork monitoring and management., <
%, Extended 4 Standard / Restart
All Tasks 3

o Tald Jl L I = Tuld
Refresh

=
Performance Services
Shortout Shartout Properties
2 KB 2KB
Help

After the first running, there will be two processes shown for the Extra/TupView system

inside the Windows Task Manager, i.e.,



1) ArServer.exe --- Extra/TupView Server Process

2) ArServerDaemon.exe --- Extra/TupView Server Protection Process

E Windows Task Manager

File Options WYew ShutDown Help
Applications | {| Performance || Metworking || Users
Image Mame User Mame CPU | Mem Usage -~
svchost.exe SYSTEM ] 2,544 K
ArServerDaemon,... SYSTEM i} 434K
wsntfy.exe Owner (i} 412K
taskmar.exe Qwner 0o 5,660 K
ArServer.exe SYSTEM i} 13,104 K
mcvsftsn.exe Owner i} 828K
WINWORD.EXE Cwner oo 45,852 K

Unlike Big Mother/Father/Boss, another monitoring system also developed by Tup
Software Ltd., workstation modules, called the Agents, must be installed on the PC hosts to be
monitored for Extra/TupView. The installed modules are so designed that they automatically
hide themselves and are highly unlikely to be detected and deleted from the PC hosts. In case

that it is removed from a PC host, the console will be warned of the deletion for further action.

When a host PC is turned on, the workstation will auto-start itself and cannot be stopped
manually. The main task of an agent module is to collect data and forward them to the server. It
consists of the application running information, computer network data, file action, printer
activity, and PC system (software and hardware) information. Since it adopts high-speed image
capture, high compression storage, and efficient remote file transmission, the workstation uses

very little system resources of a PC host.

An agent module can be started and stopped via the console interface. It can be
automatically upgraded via the console (Tools = Host & Upgrade Agent) once installed on a
PC host.

The console is the operation interface of the Extra/TupView system. All the operations of
Extra/TupView can be executed through the interface. To run the console, Click on Start, All

programs, Tupsoft Extra/TupView, and select Console.
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Control (C) Tools (T) Help (H)

™. Pk e Y

Control Filker Host  Options Help  About

Program Statistics
E--E Localnet A

= Defau“ [~ Find by Perind | 142142007 Llil
s 19216811
192 1681.2 Frograrm | Tu:utaITimel Active Timel F'ercentagel
gl192_1|38_1_5 _ | | LOGOM.SCR 001813 001811 36.38%

1921661 4 EXPLORER EXE 005000 001232 25.08%

EJ 19216813 MNOTERPAD EXE 02819 00:10:07 2D.24§5
: ' — | MSHN Messenger 00:50:00 00:09.03 18.27%
El--@ Dperation View GOOGLETALK.EXE 00:50:00 00:00:0m 003%

~[B5| Real-Time Log
i+ @ TupSight
=3 Tuptiew

% Screenshot
Tracking

ﬁ Play Back
Program Statistics
il Activity Log

Chat

{EI File Action

- [EH Task Manager
] System Info

When the console is started, a process will be added into the Windows Task Manager:
ArConsole.exe

There will also be an Extra/TupView icon inside the Windows Toolbar, as shown below.

3.2 Connecting to the Server



1) After starting the Extra/TupView console, you need to connect it to the server from the
following logon window. By default, the server is Local, user name Admin, and password
blank (NULL).

Logon PX'

_:f)g Inputszelect the host name/IP address far the server. Lagon [L]

Server |L-:u:a| Server j Lagaff [C]

[ Intemet Server

Id=zer Marme: |.-’-‘-.|:Imin

Fazsword: || [Mull Default Pazsward]

[ Sawve the pazsward and auta lagan

2) If the server and console are installed on different host machines, in the Server field
locate/enter the IP address or hostname for the computer. The console can display IP

addresses in the drop-down menu by automatically scanning the whole LAN.

3) Enteryour user ID and password, and then click Logon. (If you want to logon automatically

next time, also mark the box Save the password and auto logon).

3.3 The Main Interface

After successfully logging on the console, the main interface will look like the above

shown.

3.4 Host Information and Administration

Extra/TupView’s simple and straightforward administration panel makes it easy for the

user to manage the data and information of hosts.



3.4.1 Managing Workgroups

Extra/TupView simplifies the management tasks by dividing hosts into meaningful groups,
and you have the flexibility to select/combine hosts into different workgroups. Initially,
Extra/TupView automatically sets up a workgroup called “Default” containing all the hosts on
the LAN, and whenever a new host is detected, it will also add that host into the “Default.” The
console program can scan and automatically display the workgroups it has detected. To
disable this auto-scan function, you can uncheck the box of “The server will automatically
scan PC hosts over the whole LAN” through the Host Info interface.

s 19216811
L 192.168.1.3
s 19216214
19216815
4 19216218

I

1

=

1

F= Workgroup 1
== *+orkgroup 3
£, otk group 4

s "wforkgroup 2
=
= Workgroup 5

ilg

1) Creating a New Workgroup

You can set up a new workgroup manually by doing the following:

1. From the host tree list area, select Localnet and then right-click the mouse.
2. Select Add Workgroup, enter a name, and click on OK.



: Add Workaroup (A).

orkgroup 4
orkgroup 5

2) Transferring a Host to Another Workgroup

Whenever a new host is connected to the network, the Extra/TupView console scans
automatically and moves it into a workgroup where it belongs. You can also move manually a

host from one workgroup to another by doing the following:
1. From the host tree list area, highlight a host (or hosts using CTRL key) and right-click
the mouse to select Move Workgroup.

2. From the sub-menu, select the destined workgroup.

3) Deleting a Workgroup

From the host tree list area, highlight the workgroup to be deleted and click on the “Delete”
button. When a workgroup is deleted, all the hosts inside the workgroup will be moved into the

workgroup “Default” first. The “Default” is un-deletable by default.

3.4.2 Managing Computer Hosts

1) Scanning Computer Hosts

In its first running Extra/TupView will automatically scan computer hosts over the whole

LAN. You can also manually scan the network by the following steps:

1. From the main menu, select Host and then click on the “Scan & Renew” button.



2. Input the starting and ending addresses and single-click the “Begin” button on the
pop-up screen.
3. Select those hosts that you want to add from the scanned results and click on the

“Confirm” button.

Alternately,

1. You can also input an IP address on the bottom of the pop-up window, and then click
on the “Acquire MAC Address” button.
Input a corresponding nickname, and then click on the “Add to List” button.
If the system is unable to get the MAC address for some reasons, you can also fill in

manually.

Note: In the following cases, the computer hosts are not detectable:

a) The machine has been turned off.

b) The computer is not connected to the network.

¢) The computer and the server are not on the same network segment.

d) The firewall settings of the computer block the scanning of the server.



Host Info

Tupsight THW1E\1|
- fu | Default (2)
Ejf 192.168.1.3 [09:40:2h:70:79:4b] [192.168.1.3 1 [2.20.0108] Uipgrade Agerk L)
._v‘_ 1592.168.1.5 [00:40ica:24:c0i6d] [1%92.168.1.5 1 [2.20.0108] Diacode Mams (5]
| Workgroup 1
workgroup 2 Dralets Hast (D)
] workgroup 3
| Workgroup 4
workgroup S Save &k Ext [S) |
Cancel & Ext [E] |

[ The sanver vl automaticaly scan PC hosts oves the whobs LAN

Tie: Mark & bow bo sebsct the host bo be morsoned.

2) Modifying Host Information

1. Modifying Hostnames

A hostname is the computer name corresponding to a specific IP address. By default, the

Extra/TupView console will automatically fetch the computer name for a host.



=28 Localnet Host |
: EEI_ Default
=2 WORKGROUP 1
_____ : Host add Workagraup (8],
_____ . Host Renarme (R

3 Host Delete (D

J Host move Wiorkgroup (M) k

WORKG  Decode Mame (&)
Brrange (5 r

Delete Current Flow (C)
1

You can decode the hostname manually by right-clicking a host in the host tree list area
and select “Decode Name.” You can also do that from the “Host Info” window by selecting the

host(s) and then hit the “Decode Name” button.

Due to a great variety of networking infrastructures, the console might not get the name
for some reasons. If this is the case, just rename the host corresponding to the IP address by

right-clicking a host in the tree list area and select “Rename” to input a name.

2. Modifying IP Addresses

When an IP address is changed for a computer host on the LAN, Extra/TupView will
automatically correct the IP address on the console accordingly. This process might take

about 1 min.

3. Deleting Hosts

1. From the main menu, select Tools and then Host.
2. Highlight the host to be deleted and click on the “Delete Host” button.

When a workstation is deleted from the list, it does not mean the Agent program is
uninstalled from the PC host. Rather, the program will not capture and forward data temporally.
If you want to restart the capture at a later time, you can go to Host to select the object to be

monitored (Tools > Host & Scan & Renew).



3.4.3 Exporting/Importing System Settings

When upgrading the older Extra/TupView system than Ver. 2.0 (No action is required for
newer ones), the system settings of the engine must be exported and then imported again.
The settings contain the information of hosts and workgroups as well, and blocking and

filtering configurations.

Before uninstalling the engine, the settings should be downloaded first using Backup

Tool.

£+ Backup Tool

Backup

By default, the tool does not start unless vou zelect a directary for backup.

Backup Directony: || J

[f you want to back up the data, uze the "Backup Mow'' button after zelecting a
directany.

Backup Mow [E]

[rpart

After reinztalling the Engine, vou can impart the configuration backup.

Select File:

Irnpart [1]

Drata

Auto-Delete 120 day(z] fram now [data)

IIpdate Drata | Cloze [C]

Ready

Backup action is to export data or settings from the database file ArServer.mdb to a backup
directory. When you have set up a backup directory, the tool will automatically back up a file

everyday.



To import a file into the system, you simply click the “Import” button on the above screen.

3.4.4 General Filtering Settings

By default, Extra/TupView will perform the listed operations, unless you instruct otherwise.
Select the settings accordingly on the following window and then click on Confirm. For
instance, if you are not interested in everyday screen activities on a specific PC, checking the
“Screen Tracking” box below will greatly reduce the burdens on both the server storage
(about 15 MB per day) and the CPU of the monitored PC (to 1-2% for 512 MB memory).

Intranet l Internet] LIRL Filter

General

IJze thiz option to zelect the Intranet-monitoring action
[Localnet wiarkgroup/Host).

Tip: Mark to forgo moritoning.

Program Log Select All [4]
File Log —_—

Screenshot

Screen Tracking Dezelect [C]
Window Switch I ——
Chat Log

3.5 Operator Password

To change the console password, from the main menu open Tools - Password, enter

the old and new one and then click on the “Confirm” button.



Change Password [E

Old Password; | M

Mew Password: | ﬂ

Confirm Paszword: |

[ Auto logan the zerver at startup

3.6 Monitoring Operations

The captured data are classified into the following categories:

Real-Time Log: It displays the activities on a PC host in real time so that you can know what
its operator is doing right know. The logged activities include the file action, running
applications, window switch, printer events, software and hardware (un)installation, online

status, FTP, and Email.



YWorkgroup Host Time Ewvent Object

(=3 Default 132168.1.3 2007-01-21 14:40:55 Window Title WPLATER EXE
=3 Default 192.168.1.3 2007-01-21 14:40:53 Program Started WMPLATER EXE
=5 Default 192.168.1.3 2007-01-21 14:40:47 Window Title ExPLORER.EXE
=5 Default 192.168.1.3 2007-01-21 14:40:45 Witidow Title ExPLORER.EXE
=2 Default 192.168.1.3 2007-01-21 14:40:35 Window Title EXPLORER.EXE
(=2 Default 192168.1.5 2007-01-21 14:40:33 Wwindow Title MSHEARTS.EXE
=5 Default 192168.1.3 2007-01-21 14:40:32 Window Title ExPLORER.EXE
(=3 Default 132168.1.5 2007-01-21 14:40:30 Window Title MEPAINT. EXE
=3 Default 132168.1.5 2007-01-21 14:40:10 Window Title MSHEARTS . EXE
=3 Default 1392.168.1.5 2007-01-21 14:40:05 Witndow Title MSHEARTS . EXE
=5 Default 192.168.1.6 2007-01-21 14:39.32 Window Title MSHEARTS . EXE
=5 Default 192168.1.5 2007-01-21 14:39:26 Witidow Title MSPAINT.EXE
=2 Default 192168.1.5 2007-01-21 14:38:45 Program Clozed MSHEARTS.EXE
(=2 Default 192168.1.5 2007-01-2114:38.35 Wwindow Title MSHEARTS.EXE
=5 Default 19216815 2007-01-21 14:38:35 Frogram Started MSHEARTS.EXE
(=3 Default 132168.1.5 2007-01-21 14:38:33 Window Title ExPLORER.EXE
=3 Default 132168.1.5 2007-01-21 14:.38:32 Window Title MSHEARTS . EXE
=3 Default 1392.168.1.5 2007-01-21 14:38:32 Program Started MSHEARTS . EXE
=5 Default 192.168.1.6 2007-01-21 14:38:30 Window Title ExPLORER.EXE
=5 Default 192168.1.5 2007-01-21 14:.383:26 Witidow Title MSPAINT.EXE
=2 Default 192168.1.5 2007-01-21 14:38:26 Program Clozed MSHEARTS.EXE
(=2 Default 192168.1.5 2007-01-2114:38.18 Wwindow Title MSHEARTS.EXE
=5 Default 19216815 2007-01-21 14:3818 Frogram Started MSHEARTS.EXE

Screen Monitoring: It consists of three parts: screenshot taking; screen tracking; and playing

back the records.

1. Screenshot Taking: It takes a screenshot for a specific PC host at a specific

time.
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Contrad (€) Tooks (T)  Help (H)

ﬂr‘:&

B @Y

Hest  Oplions

Help  About

= (B Locainet

- B Dofauit
a 19216811
219218813
aa 19216814
13218815
a 19216818
Wweekgioup 1
Weekgioup 2
Workgioup 3
Workgroup 4
Woekgioup 5

= 18 Opesstion View
[H ReshTime Log
o S TupSaght
leqﬂhw

hu#rp
2 Play Back
Poogram Statistics
By At L
Som
() File Aetion
B Task Manager
] System Info

2. Screen tracking:

B AI99 - Notepad :

Fie Edit Format View Help

=10l x|

I/0 address

input gain

input channel

scan clock

5 14 clock
nueber of samplings

L B B R R R

#include <stdio.hs

|¥define apm 0x300
#define SWP 1
wdefine GAIN 0
|#define CHL 2

int buf [210];

¥n1d main{void)

unsigned char i;
int J;
unsigned int
unsigned char
FILE *f ?
char filename[32];

e

* Hardware sample program of analog input

AL - periodic sampling with internal sampling clock.

#include “c:'\sup3de'mschsamplel’cih3é. h™

s5ts, s5ts0;
errflg = O

[¥e- pisplay title ---%/
printf (<< sample program of analog input =>\mn");

IH - ,.:.I

printf("file name : ”

300h

x1

eulti channel( O to 15 )
10usec

160usec

10

J* 1/0 ad

/* number
J* dinput
J¥ number

J/# buffer for

J,-'a-
J* sampli

It continually tracks one or more screens on the LAN at a

given time interval. The tracking interval can be changed arbitrarily.



%Lwanet

= ggnsm

a 192168.1.1
219216813
s 19216804
@132.159.1_5

- aa 19276818
Workgroup 1
Wtk group 2
“Wrkgroup 2
‘wiarkgroup 4
workgroup 5

=48} Operation View
8=| Feal-Time Log
+- B TupSight
=) 5 Tughfiew

[#5 Scieenshol
Tracking

4 Activity Log
'-77"? Chat
) File Action

6 Syzbem Info

2 Play Back
B Program Statistcs

B Tack Manage

Interval (Unit Sec) |3 ]

£ CCD100 - Notepad
Fil= Edt Format Wiew Help

DEROUP group COMST, _BSS, _DATA
assume Cs:_TEXT,ds:DEROUP, 55:STACK, 25 1 DGROUP

params label word

ERR eqgu  B000h GPIB error
TIM: egu  4000h Time 1imit excesded
SRGI equ  1000h SROG on

ROS equ B00h

Device requesting service
CMPL  equ 1000

I/0 completed

i

3

i

h

¥
LOK egu Boh 3 GPIE board is in Lockout =State
REM equ 40h ; GPIE board is in Remote State
CIC equ 20h 3 GPIE board is CIC
AT equ 1oh ; attention is asserted
TaZS  egu 8h : GPIE board is Talker
LAz equ dh 3 GPIE board is Listener
DTAS  egu 2h 3 GPIE board is in device trigger
DCAS  equ 1lh ; GPIE board is in device clear s

)
; PORT ADDRESS

L

Pl egu  20doh ; Base address of 82554 board
P2a eqgu  PLlA+l

PlE equ  Plat2

PZE eqgu  PLA+3

el [ |

3.7 Looking Up Running Records and System Information

Printer Event: It logs the activities of both local and network printers.

System Information (Both Software and Hardware): It will remotely acquire the system

information of PC hosts for better management of IT resources. When a physical device or

application program is installed/uninstalled, the action will be logged in real time.



System Info

=- {22 Localnet

Soag 192718811

31921681 3

g 19216814

31921681 5

oae 192716808
B Wwiorkgroup 1

LT

Z= W orkgroup 2
za \workgroup 3
-2 Work group 4
Ll

I
2
Z= W orkgroup B

El--@ Operation YWiew
~[B5| RealTime Lag
+ & TupSight

ElEﬂ Tupiew

% Screenszhot
Tracking

ﬁ Play Back
Program Statistics
s Activity Log

~AZE Chat

1) File Action

[ Task Manager
~B] System Info

=85 Default El :

R192168.1.5 [00:40:ca 24:cEd] [192.168.1.5 ]
1 1921681.3 [00:40: 20 70:79:4b] [192.168.1.3 ]

s : Microzoft Windows P Service Pack 2
3| CPU  : IntellR] Celeron[R] CPU 2. 70GHz

Rat - 7REM

HD 160G

[—]% Hardware List

+-E8 Universal Serial Bus controllers
+-63 DVD/CD-ROM diives

68 Computer

i+ 5 Disk drives

% Display adapters

% Floppy disk controllers

+ 5 IDE ATAATAPI contollers

+ 63 Keyboards

63 Sound, viden and game controllers
65 Modems

65 Monitors

3 Mice and other pointing devices
64 Metwork adapters

65 Ports (COM & LPT)

5 Spstem devices

% Floppy disk drives

+ 65 Processors

65 Storage volumes

File Action: It records the creation of a new file and modification/deletion of an existent one.

[ Find by Period a0 -

Haost | Dperator | Time [ Action | Object | Path 1 [
1921681.3 Owner  2007-01-21 123704  FileCreated  STEP3C FAADCMSTERIC

19216813 Owener  2007-01-211237.04  FileCreated  STEP3EXE  FMADCASTERPIESE

19216813 Owner  2007-01-211237.05 FileCreated  TST3.DaT FAaDCATSTIDAT

19216813 Ovarvad 2007-01-21 123705 File Created TST4.DAT FRaDCATST4DAT

1921681.3 Owrer  2007-01- 21123705  File Created TSTHDAT FAADCATSTS.DAT

192168.1.5 Qwner  2007-001-21 140013 Folder Creat..  ADC CADocuments and 5 ettingshOwan...
19216815 Owner  2007-00-21 14:00:13 File Created  ANC CADocuments and S ettingsh Dvn...
192.168.1.5 Dwner 200700121 14:00:13  File Created  AN.OBJ C:h\Documents and S ettingshOwn...
19216815 Oivarveg 2007-01-21 14:00:12  File Created Al.C ChDocurments ard S ettingsh\Own...
19216815 (Dwries 2007-01-21 140013 File Created  AIZC CADacurments and S ettingzhOwn. .
192168.1.5 Qwner  2007-00-21 140013 File Created  AI2. DAT C:ADocuments and S ettingshOwan....
19216815 Owener  2007-01-21 14:00:13  File Created  AIZEXE CADocuments and S ettingsh Dvan...
19216815 Dvariet 2007-01-21 14:00:12  File Created  AIZ0BJ C:A\Documents and S ettings\Own,..

Program Statistics: It generates the statistical report of active applications.



Program Statistics

= 2B Localnet N
— Bl Disfault [ Find by Period 1212007~ :|
o 19216811
@. 192 162.1.3 Program | Tatal Time | Active Time | Percentage
& 19216814 LOGOM.SCR 021915 02:19:14 43 RO
\192.168.1.5 ExPLORER.EXE 05:18:00 01:11:34 22 40
1971681 8 MOTERAD ExE 04:46:03 00:38:24 12.02%
s J . ] MSPAINT EXE 010701 00:24:m 10.65%
A MSM Messenger 0240:00  00:0%08 2.86%
e W orkgroup 2 Microsoft waord 004212 0005 32 2E7%
T Wwiorkgroup 3 MSHEARTS ExE 00:09:30 00:07-00 219%
Z= workgroup 4 WHMINE.EXE 00:03:42 00:03:41 1.15%
=L \workgroup 5 PIMEALL EE 00:02:56 00:02-55 091%
|nternet Explorer 000209 00:071:41 053%
=43 Operation View GOOGLETALK EXE 02:40:00 00:01:10 037%
Real-Time Log WMPLAYER.EXE 00:00:50 000045 0.23%
4.3 TupSight ICALITE.EXE 02:35:00 00:00:34 0183
S5 Tupview SOLEXE 00:00:23 00:00:23 012%
5 hot 2k EXE 02:35:00 00:00:09 0.05%
% creenzho AIMB.EXE 00:00.58 00:00:05 0.03%
Tracking CAVTRAY EXE 02:35:00 00:00:04 0.02%
5 Play Back ACRORDA2 EXE 00:00:08 00:00:03 0.02%
Program Statiztics | ATORUM. EXE 00:00:03 00:00:03 0.02%
@y Activity Log SPIDER.EXE 00:00:03 00:00:02 0.01%
& Chat KAMEMUL.EXE 00:00:02 00:00:02 001%
) File Action AGENTSWR.EXE 00:05:00 00:00:00 0.00%
B T acl bd zimzmar

URL Visits: It gives the percentage report of website visits.

Flow Analysis: It calculates the data flow of each PC host and gives the online statistics.

Each statistical report can be shown in the form of tables, pie charts, and column graphs.
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3.8 Activity Restriction

The computer activities can be limited or blocked in the following ways:

o gk~ w NP

Blocking Programs
Blocking Devices
Limiting Data Flow
Blocking URLs
Blocking Emails
Blocking Ports

Block Options

A
(g 192.
as 192,
workgroup
workgroup
workgroup
workgroup
workgroup

.168.
.168.
.168.
168.
168.

LI O I A

e

m oW R

Block USE
f* [onot block
(" Block all USBE devices

(" Block JSB storage devices

Block Drives
[ Block CD drives
[ Block floppy drives

The computer can be controlled in the following ways:

a > 0 DR

Locking Computer
Unlocking Computer
Logging Off User

Restarting Computer

Shutting Down Computer



time. The logs can be viewed by opening the Activity Log and select “Program” in the Type

Before performing the operations, the operator will be prompted to input a password.

[ Note: The local computer is unlockable.

The devices that can be blocked include USB, CD, and floppy disk drives.

Running of an application is recorded to show time opened and closed, active and total

field.
Time: | 12172000 x| - R R Find [F]
Type: |-"1"-|| Events j Description: |
Time | Hoszt | ' ork.group | Ewent | Dezcription
2007-01-21 15:00:29 19216815 Default Frogram Started  CAPROGRAM FILES'WADOBEY
2007-01-21 15:00:39 19216815 Default YWindow Title Adobe Reader - [Tagata-Chines
2007-01-21 15:00:43 19216815 Drefauilt Window Title by Documents
2007-01-21 15:00:44 19216815 Default Frogram Clozed  C:WPROGRAM FILES'WADOBE™
2007-01-21 15:00:50  1921681.5 Default Wfindow Title by Skype Received Filez
2007-01-21 15:00:53 19216815 Default YWindow Title My Documents
2007-01-21 15:10:53 19216815 Default Frogram Started  CAWWINDOWSASYSTEM32ALL
2007-01-21 12:24:37  192.1681.3 Drefauilt System Log System Start
2007-01-21 12:24:42  1921681.3 Default Wfindow Title Frogram Manager
2007-01-21 12:25:39  192.168.1.3 Default YWindow Title Start Meru
200701-21 12:25:43 19216813 Default Program Started  C:APROGRAM FILESWNTERM
2007-01-21 12:25:43  192.168.1.3 Default Window Title about:blank, - Microzoft [nternet
2007-01-21 12:259:00  1921681.3 Default Wfindow Title Yahoo! - Microgzoft Intermet Expl
2007-01-21 12:31:45  192.168.1.3 Default System Log System Start
200701-21 12:31:51 19216813 Default Frogram Started  CAPROGRAM FILESWCAMETR
2007-01-21 1231561 1321681.3 Drefauilt Weindow Title W arnings
2007-01-21 12:31:86  1921681.3 Default Frogram Started  CAPROGRAR FILESMCALITE
2007-01-21 12:31:566  192.168.1.3 Default YWindow Title FEMVICE maneger
2007-01-21 123156 192.168.1.3 Default Window Title ICO Welcome
2007-01-21 12:31:59  1321681.3 Drefauilt Hardware Load(H ardware]:[Sound, wideo
2007-01-21 12:32:00  1921681.3 Default Hardware Load(Hardware]:[Sound, video
2007-01-21 12:32:00  192.168.1.3 Default Hardware Load(Hardware]:[Sound, wideo
2007-01-21 12:32:00  192.1681.3 Drefauilt Hardware Load[H ardware]:[Sound, wideo
200701-21 12:32:00  192.1681.3 Drefauilt Hardware Load(H ardware]:[Sound, wideo
R n T s Bl B B P b Py ] 192 4Cco 1 2 Mk =k iAo TiHA A e aa

On the other hand, running of application programs can be blocked as shown below.



Block Options

By Localnet (5) Frogram l Device] General] web ] b ail ] Chat ] Game ] C
- 25 Default (5)
4 192.168.1. Block Programs
O 192.168.1.
E':J' 193 1681, " Do not block, |The whole day j ﬂ
@. 192.168.1. i« Block the following programs
@ 192.168.1. (" Allov the following programs only
workgroup 1
workgroup 2 =[] Program List Ge
workgroup 3 +-[] System
workgroup 4 +-[] Office Dl
workgroup 5 4[| Chat
[ Game
+-[] Programming
w1 Mebwark,
+-[] Media
+-[] Picture
[] Others
Tip: Right-click the menu to edit, add, or delete application
prograns.

The class of programs can be added, deleted, or renamed.

|

Syate
Offic
Chat
Gam
Prog
Mete
edi
Pich.
Othe

[ [F

aoOoOoOoOoOoon

add the dass of programs

[ [F

Adding Program Class: Highlight “Program List”, right-click the mouse, select “Add the

class of programs,” input a name, and then hit “OK.”

Deleting Program Class: Highlight the class to be deleted, right-click the mouse, and select
“Delete Program Class.”



Renaming Program Class: Highlight the class to be renamed, right-click the mouse, select

“Rename Program Class,” input a name, and hit “OK.”

Accordingly, the applications can be also added, deleted, and renamed.

Adding Application: Highlight the program class, right-click the mouse, and select “Add

Program.”

- Praagrarn List A
+-[] System

= Ohce

M Rename
|
b Edit Program Class
M Delete Program Class
|
b  Add Program
|

+-[] Chat

[ Game
+-[| Programming

In the pop-up window, click the “E” button to select the program.

Add Program

3

M arne: ||

Pragram: |

Confirm [

|

Cancel [M] |

[ Note: The name of a program should not be input directly. Rather, you must browse

into the corresponding program folder to select it. In this way, the system will record the

characterization of the application, effectively preventing bypassing via renaming or program

modification.



Deleting Application: Highlight the application to be deleted, right-click the mouse, and

select “Delete Program.”

Renaming Application: Highlight the application to be renamed, right-click the mouse, select

“Rename Program,” input a name, and then hit “OK.”
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